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                                                     Terrorism and Homeland Security.
Introduction.
 One of the United States government’s objectives has been to provide security for its citizens. Terrorism has been one of the major threats to security of the American citizens. For this, reason the government created the department of Home Land Security to prevent attacks on the United States soil by both international and domestic terrorism. The department together with other bodies like the FBI has a responsibility to analyze threats, offer the necessary advice and perform counter terrorism operations to ensure safety of the citizens (Biringer, Vugrin & Warren, 2016). The government has also put in place policies and procedures to be followed by public and private entities in case of a disaster. All these measures are to try and ensure safety of the American citizens in times of crises
The Functions of National Infrastructure Protection Plan and Critical Infrastructure
The National Infrastructure Protection Plan has an aim and objective of protecting critical infrastructure and vital resources to the national operations (Biringer et al. 2016). The latest plan version was formulated in 2013. Attack on a nation’s critical infrastructure could disrupt the operations of the government and also businesses and therefore cause a nation coming to a standstill (Alcaraz & Zeadally, 2015). For these reason, the government implemented the NIPP to help and ensure that all vital services are provided to the nation. In the modern world, terrorist attacks on a nation’s infrastructure have proved to be more catastrophic than the previous tactics. This is because attack on a key infrastructure like the electricity grid will be far reaching than a suicide bombing in a public place. The NIPP offers a frame work to ensure prioritization and protection of infrastructure. 
Moreover, the NIPP has several functions in relation to ensuring that the nation’s infrastructure is protected and these include; deterring threats, mitigating vulnerabilities and also minimizing the consequences in case of a terrorist attack (Drias, Serhrouchni & Vogel, 2015). In order to ensure that infrastructure is protected, there must be mitigation of all the risks that can cause the systems, the functions or even assets being attacked. To ensure there is deterrence of the threats, the government can use protection activities like; building resiliency, hardening facilities, using firewall on networks, and also ensuring high security levels on infrastructure (Pescaroli, & Alexander, 2016). Proper strategies and policies on how to react in case of an attack must also be set. This helps both the government agencies and private business to know how to appropriately react to ensure minimal casualties. 
Zio (2016), states that “the NIPP objectives include; the understanding and mutual sharing of information on terrorism, building security partnerships that will help to share and implement information, implementing managements long-term risk programs, and also ensuring efficient use of resources should be a key priority in every organization to ensure safety.’’ By implementing these objectives in the framework, it helps to ensure that functions of the NIPP are attained. However, these objectives cannot be obtained without the collaboration between, the federal government, the state governments, private investors and even international entities. This collaboration of entities is vital in ensuring a great pool of information and data on terrorist is acquired. This helps to make understanding and fighting terrorism much easier (Biringer et.al, 2016). To ensure efficiency, the NIPP must support other programs that are designed to, prevent, protect and also recover from any form of terrorist attacks or any other tragedies. This will help to ensure that there is no conflict between the NIPP program and other programs on procedures and policies.
Why Companies need to create a Protocol for Insider Threats.
Managing threats at the internal level should be as important as managing threats at the national level. Unmanaged risks in an organization can cause havoc both internally and externally. Activities carried out by employees can inflict damage to other employees or even to outsiders. A good example is a nuclear facility where a mistake by a worker can inflict damage to insiders and to outsiders too. This prompts the organization to outline proper protocols that will help prevent damage or ensure minimal damage or even help to recover damages. 
To ensure effective and efficient insider threat protocols, the organization needs to conduct a risk assessment to understand what risks it faces (Kammüller & Probst, 2017). This will help it to ensure it prioritizes its risk efforts and determine what areas are more risky than others. The organization should also implement the technical and non technical methods that will help ensure the best results in case of a tragedy in the organization. The organization should also ensure that they conduct continuous periodic checks that will test employees and the policies to see if they actually work. Unlike in the past where threats could only come from the outsiders and heavy perimeter security had been put up, insider threats have  sky rocketed as outsiders like contractors have been give access to the organization.
 According to Luiijf, (2016) “Internal protocols in an organization are important and every organization should see to it that they are implemented. These protocols on insider threats measures are implemented that will see to it that a risk doesn’t occur.  The protocols also help to state the procedures to be followed in case of a tragedy”. This includes measures like evacuation procedures. The procedures help to ensure that in case of a disaster, evacuation is done in the most orderly , efficient and safe way. The goal of any insider program should be to detect, to deter and also to respond to any insider threats within an organization. All the systems of an insider threat program should be programmed toward ensuring the three objectives are attained (Drias, et.al. 2015). To establish a working insider threat program, the organization should first establish the objectives of the program , create playbooks to be able to mitigate threats, allocate resources and tools that will help in countering the threat, investigate how the tools work to understand them better and then integrate all teams to be able to work within the laid down procedures.
Potential of Terrorism and the Measures that the U.S can Employ if a Threat is Indentified
In the United States, terrorism has been one of the major security challenges that the nation faces. It involves individuals or groups of people using violence or threatening to use violence in order to intimidate the general population or the government so as to impose a political, ideological or religious change. Fighting terrorism today has been more difficult than ever. This is because terrorism has shifted from major international terrorism groups and radical Islamist violence to right wing violent extremist groups (Jenkins, 2015). The threat has grown to include domestic terrorism which has been very hard to fight. A report by the government accountability office showed that, of the violent extremist incidences resulting in to deaths, 73% were conducted by right wing violent extremist while 27% were conducted by major radical Islamist terrorist groups (Jenkins, 2015). This shows the potential and the reality of the matter. It shows that terrorism is a threat that the government must remain vigilant in order to stop it (Gardner, 2017). To be able to stop both domestic and international terrorism, the government, through the homeland department and the federal bureau of investigations has committed a vast amount of resources to the threat.
 Since the terrorist attack on the United States on September 11 2001 on us soil, the government has been committed to remaining agile to the threat to ensure it does not happen again. Chomsky, (2015) say that, “currently terrorism threats have evolved to be more challenging. The landscape of fighting terrorism has evolved. This has been due to the fact that terrorism attacks can be launched from very many miles away through the internet, social media or home grown extremist.” The internet has facilitated a platform for the terrorist to communicate through online messages, publications or even videos. The internet has also allowed remote access to critical infrastructure therefore putting very many lives at risk in case of a terrorist attack. Social media has allowed terrorist to gained uncontrolled access to the citizens. This has encouraged sympathizers to carry out attacks and even to recruit members.
To be able to combat terrorism, several measures have been put in place by the government. One of them has been ensuring friendly relations with other nations so as to share information on terrorism. This is because terrorism is a common threat to many nations and the threat could be launched from another country. This pool of information has been a major asset to understanding and stopping terrorism. The government has also increased physical security features in airports and all entry points to ensure that terrorist do not access the country trough this points. There has also been improved and effective response by security agencies (Kaplan, 2017) .These has helped to ensure that counter terrorism is effective and every threat is neutralized before it takes place. The government has also encouraged the community to be involved so as to be able to provide any suspicious activities that can be used to foil an attack 
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